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Abstract. The main objective of this research study is to offer a systematic analysis of consent in the processing of personal data of
minors under the General Data Protection Regulation and the Organic Law on the Protection of Personal Data and the Guarantee of
Digital Rights. This is the fundamental legal basis for dissecting the essential contours of the digital signature as the most suitable
instrument for guaranteeing the provision of this consent, placing special emphasis on the singularities that this presents when those
intervening as data controllers are Public Administrations under the new regulations on trust services.
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digital

Resumen. El objetivo principal del presente estudio de investigacion consiste en ofrecer un analisis sistematico del consentimiento en
aquellos tratamientos de datos personales de menores de edad al amparo del Reglamento general de proteccion de datos y en la Ley
Organica de Proteccion de Datos Personales y de Garantia de Derechos Digitales. Y ello como base juridica fundamental para
diseccionar los contornos esenciales de la firma electronica como instrumento mas idoéneo para garantizar la prestacion de este
consentimiento, haciendo especial énfasis en las singularidades que ello presenta cuando quienes intervienen como responsables del
tratamiento son las Administraciones Publicas al amparo de la nueva normativa en materia de servicios de confianza.
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1. Introduction

Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of 27 April 2016 on the
protection of individuals with regard to the process-
ing of personal data and on the free movement of
such data and repealing Directive 95/46/EC? (here-
inafter General Data Protection Regulation or
GDPR) regulates personal data relating to minors in
a new way, since this issue was not specifically ad-
dressed in the previous legislation, which was large-
ly based on the system provided for in Directive
95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of
individuals with regard to the processing of person-
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al data and on the free movement of such data’
(hereinafter, GDPR).

In turn, and with the aim of adapting the Spanish
legal system to the General Data Protection Regula-
tion and completing its provisions, the new Organic
Law 3/2018, of 5 December, on the Protection of
Personal Data and Guarantee of Digital Rights*
(hereinafter, LOPDGDD), which, by virtue of its
Single Repealing Provision, repeals Organic Law
15/1999, of 13 December, on personal data protec-
tion’ (hereinafter, LOPD) and Royal Decree-Law
5/2018, of 27 July, on urgent measures for the adap-
tation of Spanish law to European Union regulations
on data protection®, in addition to any provisions of
equal or lower rank that contradict, oppose or are in-

2 Official Journal of the European Union (hereinafter referred to as DOUE) L 119/1 of 04 May 2016.
3 Official Journal of the European Communities (hereinafter referred to as DOCE) L 281/31 of 23 November 1995.

4 Official State Gazette (hereinafter, BOE) no. 294, of 06 December 2018.

3 BOE No. 298 of 14 December 1999.
¢ BOE no. 183 of 30 July 2018.
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compatible with the provisions of the GDPR and the
present LOPDGDD’. This new Organic Law will
also make a specific and relevant pronouncement on
the special processing of personal data relating to
minors.

In accordance with the most relevant internation-
al instruments, when we speak of minors, we are re-
ferring to those natural persons under 18 years of
age, given that they have not been emancipated from
a legal point of view prior to that age (Andreu, 2013).
Over the last few years, a large part of the doctrine
(Hidalgo, 2017; Pinar, 2016) has opted to use the
notion of children and adolescents to refer to persons
under 18 years of age; however, throughout these
pages, we will use the previous notions interchange-
ably, as well as the notions of minors or, simply,
minors.

The Article 29 Working Group?® also defines them
as human beings in the exact sense of the word (who
are also under 18 years of age) (Article 29 Working
Group., 2017). Precisely for this reason, a minor
should enjoy all the rights that correspond to a person,
including, obviously, the fundamental right to the
protection of his or her personal data (Duran, 2019).

In this sense, it is Article 8 GDPR that has includ-
ed, for the first time in the Community regulatory
framework, a specific reference to the protection of
personal data of minors. In this regard, neither the
repealed Directive nor Directive 2002/58/EC of the
European Parliament and of the Council of 12 July
2002 concerning the processing of personal data and
the protection of privacy in the digital communica-
tions sector (Directive on privacy and digital commu-
nications)’ included any specific mention of minors.
Beyond this, in Spain, and on the basis of this provi-
sion of the GDPR, several others will be born that
will come to explain the content, somewhat more
generic, of the Community article; these will be, in
essence, Articles 7, 84 and 92, in addition to the 19th
Additional Provision, all of them, we repeat, of the
new LOPDGDD.

In accordance with this Community precept,
which explicitly regulates the Conditions applicable
to the consent of the child in relation to information
society services:

“l. Where Article 6(1)(a) applies in relation to
the direct offer to children of information so-
ciety services, the processing of a child’s
personal data shall be considered lawful

7 In particular, Royal Decree 1720/2007, of 21 December, approving
the Regulation implementing Organic Law 15/1999, of 13 Decem-
ber, on the protection of personal data (hereinafter, RDLOPD) (Offi-
cial State Gazette no. 17, of 19 January 2008). However, this Royal
Decree is not expressly repealed, so that, in everything that does not
oppose or contradict the provisions of the national and Community
regulations currently in force, it will continue to be fully applicable.

8 The Article 29 Working Party (Art. 29 WG) is the independent Euro-
pean working group that has been dealing with issues related to pri-
vacy and personal data protection until 25 May 2018 (entry into ap-
plication of the GDPR).

°  DOCE L 201/37 of 31 July 2002.

where the child is at least 16 years old. If the
child is under 16 years of age, such process-
ing shall only be lawful if and only to the ex-
tent that the consent was given or authorised
by the holder of parental responsibility or
guardianship over the child.

Member States may provide by law for a low-
er age for such purposes, provided that such
lower age is not less than 13 years.

2. The controller shall make reasonable efforts
to verify in such cases that consent was given
or authorised by the holder of parental re-
sponsibility or guardianship over the child,
taking into account available technology.

3. Paragraph 1 shall not affect general provi-
sions of contract law of the Member States,
such as rules relating to the validity, forma-
tion or effects of contracts in relation to a
child”.

Although prior to the new rules on the protection
of personal data there was no specific regulation on
this issue, this does not allow us to state that, through-
out this period of time, the processing of personal
data of children has been in a situation of legal uncer-
tainty, since minors have always had the right to pri-
vacy and to the protection of personal data in their
immanent condition of natural persons, to whom the
rules have always applied and will apply, without any
distinction whatsoever (Duran, 2013; Gomez-Juarez,
2016; Guillén, 2015). Consequently, the general prin-
ciples contemplated in the previous regulation have
been applicable to all cases involving minors.

Irrespective of the above, it goes without saying
that the new rules on the protection of personal data
will apply to all minors, whether or not they are Eu-
ropean nationals, regardless of their legal status with-
in the European Union (Palma, 2018). In this sense,
the first paragraph of Article 4 of the GDPR'’, when
referring to the concept of data subject, does not es-
tablish any distinction or differentiation based on the
nationality or situation of the natural person under
analysis; this, in the specific case we are analysing
now, is of specific importance if we consider the in-
creasingly frequent situations of minors from non-
EU territories, an aspect of great relevance, although
it is beyond the scope of this study.

In any event, we will conclude by saying that, as
we will have the opportunity to analyse, although
both the GDPR and the new LOPDGDD include
provisions related to the processing of personal data
of minors, there are numerous references to children

10" According to this paragraph, data subject shall be:

“I-Jan identified or identifiable natural person (“data subject”); an identi-
fiable natural person shall be any person whose identity can be estab-
lished, directly or indirectly, in particular by means of an identifier
such as a name, an identification number, location data, an online
identifier or one or more factors specific to the physical, physiologi-
cal, genetic, mental, economic, cultural or social identity of that
person”. The data subject shall therefore be the owner of the person-
al data undergoing processing.
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when analysing other matters. These allusions are
justified by the fact that these provisions do not seek
to fully regulate the processing of personal data relat-
ing to minors (which is why it is necessary to inte-
grate the provisions of this article with the rest of the
legislation on the protection of personal data), but
only address an analysis of those conditions that ap-
ply to the consent of minors, provided that such con-
sent is given in the specific field of information soci-
ety services (De las Heras y De Verda, 2019).

2. Legitimacy of the process of minors

Article 8 GDPR regulates the conditions that apply to
the consent of minors in relation to information soci-
ety services as a legal basis for the processing of their
personal data.

This provision stipulates that, where the consent
relates to the making of a direct offer to minors of
information society services, the processing of the
child’s personal data is lawful if the child is over 16
years of age. If the child is under this age, such pro-
cessing shall only be considered lawful if and only to
the extent that the consent on which it is based was
given by the holder of parental authority or guardian-
ship over the child and only to the extent that it was
given or authorised. In any event, this does not affect
the general provisions of the law governing contracts
in the countries of the European Union, such as the
rules relating to the validity, formation or effects of
contracts in relation to minors.

This Article also gives the Member States the op-
tion of modifying this minimum age by means of an
internal law, provided that it is not lower than 13
years of age. Under the protection of this provision,
Atrticle 7 of the new LOPDGDD (in addition to Arti-
cles 84 and 92, as well as the Nineteenth Additional
Provision) is born, which alters this minimum age, in
general terms, to 14 years of age!' and does so in the
following terms:

“l. The processing of the personal data of a mi-
nor may only be based on his or her consent
when he or she is over fourteen years of age.
Exceptions are those cases in which the law
requires the assistance of the holders of pa-
rental authority or guardianship for the con-
clusion of the legal act or business in the
context of which consent to the processing is
sought.

2. The processing of data of minors under four-
teen years of age, based on consent, shall only
be lawful if the consent of the holder of pa-
rental authority or guardianship is given, with
the scope determined by the holders of paren-
tal authority or guardianship”.

""" However, in the initial LOPDGDD Proposal, the minimum age fore-

seen was 13 years old.

An important aspect is what is to be understood
by information society services. Contrary to what
might be thought, the regulatory text responsible for
providing a definition of information society services
is not the one that regulates their subject matter. In-
deed, Directive 2000/31/EC of the European Parlia-
ment and of the Council of 8 June 2000 on certain
legal aspects of information society services, in par-
ticular digital commerce, in the Internal Market
(hereinafter referred to as the Directive on digital
commerce or the DCE)', in Article 2. (a) refers to
Article 1(2) of Directive 98/34/EC of the European
Parliament and of the Council of 22 June 1998 laying
down a procedure for the provision of information in
the field of technical standards and regulations', as
amended by Directive 98/48/EC of the European
Parliament and of the Council of 20 July 1998
amending Directive 98/34/EC laying down a proce-
dure for the provision of information in the field of
technical standards and regulations'*.

According to this provision, an information socie-
ty service is defined as:

“[...] any Information Society service, that is to say,
any service normally provided for remuneration, at a
distance, by electronic means and at the individual re-
quest of a recipient of services”.

A service shall be deemed to be at a distance when
it is provided without the simultaneous presence of
the parties, i.e. without the synchronous physical
presence of the person providing the information soci-
ety services (information society service providers)
and the recipient (recipients of information society
services); by digital means, where it is sent from the
source and received by the recipient of information
society services by means of digital equipment for the
processing (including digital compression) and stor-
age of data and which is transmitted, conveyed and
received in its entirety by wire, radio, optical or any
other electromagnetic means (Plaza, 2013), and at the
individual request of a recipient of services, where it
is the recipient who requests that the service be pro-
vided to him. Finally, the information society service
is for consideration when both parties involved obtain
something reciprocally, i.e. when both the providers
of information society services and the recipients of
information society services provide something for
the benefit of the other party (Aleméan, 2006).

Notwithstanding the latter statement, it is worth
bearing in mind the content of Recital 18 DCE, which
clarifies that information society services do not only
cover those services which give rise to online con-
tracting, but, to the extent that they represent an eco-
nomic activity, they will also extend to services
which are not remunerated by their recipients. In the
opinion of some authors, this onerous nature of the

2. DOCE L 178/1 of 17 July 2000.
3 DOCE L 204/37 of 21 July 1998.
4 DOCE L 217/18 of 5 August 1998.
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service is an essential note, since what is included is
any activity carried out digitalally and which has an
economic significance, regardless of whether or not it
is the end user who has to pay for the service in ques-
tion (Rodriguez, 2018).

Thus, all those who obtain economic income as a
consequence of the service, either directly (as is the
case of services paid for by their recipients) or indi-
rectly (through the inclusion of advertising or as a
consequence of the exploitation of personal data of
users who register to access the service), will be un-
derstood to be included within the notion of informa-
tion society service providers. On the other hand, all
other cases in which a total absence of economic ac-
tivity is to be considered, such as personal web pages
or blogs, would be excluded from the specific legal
regime for information society service providers.

In the domestic legal system and in practically
identical terms, Law 34/2002, of 11 July, on informa-
tion society services and digital commerce'® (herein-
after, LSSICE) has also opted to include, in section a)
of its annex, a definition of information society ser-
vices. All these services, the Spanish legislator states,
will be characterised by four essential aspects that
must cumulatively concur: they must be provided at
a distance, by digital means, at the individual request
of the recipient of information society services and,
at least usually, for consideration. And this is where,
based on the Explanatory Memorandum, the third
section includes, within the concept of information
society services, digital commerce, which includes
two fundamental activities that group together the
rest: on the one hand, the sending of commercial
communications prior to contracting, which groups
together the supply of information by telematic
means, and, on the other, digital contracting itself,
which includes both the organisation and manage-
ment of auctions by digital means or of virtual mar-
kets and shopping centres, and the management of
purchases on the Internet by groups of people. The
means through which this contracting can be chan-
nelled are, among others, e-mail, web page, video-
conference or chat.

To these should be added, as we shall see, those
information society intermediation services relating
to the provision of access to the Internet (Internet
service providers), those that allow the transmission
of data over telecommunications networks (mere
conduit or routing), those concerning the temporary
copying of Internet pages requested by users (proxy
caching or buffering), those enabling the hosting of
information, services or applications provided by
others on their own servers (hosting), those providing
search tools or links to other Internet sites (searching
and linking), those making possible, the creation,
verification and validation of digital signatures, digi-
tal seals, digital time stamps, certified digital delivery
services, certificates relating to these services and
certificates for the authentication of websites, and the

> BOE no. 166, of 12 July 2002.

preservation of digital signatures, seals or certificates
relating to these services (trust services) or any other
service provided at the individual request of users
(such as the downloading of files or audio), provided
that they represent an economic activity for providers
of intermediary information society services:

Thus, and returning to the consent of minors, the
General Data Protection Regulation distinguishes be-
tween the following possible scenarios (Brito, 2017).

Firstly, in cases where the minor is under 18 and
over 16 years of age, in which case he or she may
give consent, so that, if he or she does so, the process-
ing of his or her personal data by the controller will
be lawful.

Secondly, in the case of minors under 16 years of
age, they will not be able to give valid consent. In
such cases, consent on their behalf must be given by
the holder of parental authority or guardianship over
the minor.

Thirdly, in the case of minors under the age of 16
and over the age of 13, who will be entitled to give
their consent in a valid manner if so established by
the Member States at the domestic level, as is the
case in Spain, under the protection, we repeat, of Ar-
ticle 7 of the new LOPDGDD.

Finally, children under 13 years of age, who, un-
der no circumstances, will be able to give their con-
sent in a valid manner in accordance with the law for
the processing of their personal data, not even in the
event that the national law of a Member State of the
European Union implements it, since this provision
would be understood to be contrary to the provisions
of the second paragraph of Article 8 of the GDPR.

Notwithstanding the above, we must always bear
in mind that, in general, the best interests of the child
shall prevail. This means that, in cases of conflict (for
example, in those cases in which the holder of paren-
tal authority or guardianship over the minor gives
consent on behalf of the child concerned for a pro-
cessing of personal data that is clearly detrimental to
the interests of the minor), those mechanisms provid-
ed for in each Member State will have to be enabled
to protect the interests, we repeat, the best interests of
the child (Escobar, 2017).

In any event, this Article 8 of the GDPR lacks any
provision in relation to the consent given by the mi-
nor or by the holder of parental authority or guardian-
ship over the child when we are not dealing with a
case of an offer of an information society service, as
Article 7 of the LOPDGDD does. In this case, it
leaves the doubt as to whether or not the content of
this provision could also be applied to these cases,
and, in the latter case, what response could be given,
whether analogous or not, to the provisions of Article
8 GDPR, a doubt that disappears with the entry into
force of the LOPDGDD.

In any case, in the general opinion, it does not
seem to be the intention of the Community legislator
to leave out all those cases which may arise and
which respond to a minor’s consent, outside an offer
of information society services (Rodriguez, 2019). It
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is true that it would have been highly advisable for
the specific content of Article 8 GDPR to have stated
this circumstance, although, as we said, by extension
or by applying a rule of analogy to this content, we
could understand Article 8 GDPR to be applicable to
similar situations. In short, despite the fact that the
new legislation on personal data protection refers
specifically only to information society services, it
would not be appropriate to understand that this
would leave out of the regulatory framework many
other cases, which are certainly similar and also in
need of regulation.

Nor does it include the case that would allow us
to know what happens to consent when it is given
by the holder of parental authority or guardianship
over the child at a time before the child reaches the
age of majority, when the latter, immediately after-
wards, reaches the age of majority. We do not know,
unless we carry out interpretative work, what would
happen with this consent, i.e. whether it would be
necessary to seek consent again, this time directly
from the minor, or whether it would be possible to
extend the effects of the consent given by the holder
of guardianship or parental authority over the then
child. However, in the general view, it would be
logical to seek the consent of the data subject again
in order to continue processing his or her personal
data (Brito, 2018).

3. Control of process of children

An issue that cannot go unnoticed if we analyse all
the circumstances surrounding the processing of per-
sonal data relating to minors, as the special categories
of data subjects that they are, is the way in which the
controller seeks to verify the age of the child in order
to corroborate the provision of consent, either by the
child or by those exercising parental authority or
guardianship. As can easily be seen, this situation
poses serious difficulties in a context, such as the
current one, strongly imbricated in the aforemen-
tioned information society, where the physical pres-
ence of the minor does not take place and, therefore,
it is certainly difficult to verify his or her age.

In this regard, Article 8.2 GDPR, which we again
endorse because of its importance for these purposes,
establishes that:

“[...] the controller shall make reasonable efforts to
verify in such cases that consent was given or author-
ised by the holder of parental authority or guardian-
ship over the child, taking into account available
technology”.

This indication seems to allude to minors under 16
years of age, being necessary, in these cases, that the
consent be given or authorised by the person exercis-
ing parental authority or guardianship over the minor
and only to the extent that this consent was given or
authorised. Furthermore, the provision indicates that
the effort made by the data controller must be reason-

able, this being an indeterminate legal concept that
may be qualified depending on the specific case.

In Spain, in 2010, the Spanish Data Protection
Agency (hereinafter, AEPD) issued a report (Spanish
Data Protection Agency, 2010) in which it established
that the regulations then in force in Spain (LOPD/
RDLOPD) did not establish a specific procedure to
be followed by the data controller in order to verify
the age of the child and the consequent authenticity
of the consent given by the parents, guardians or le-
gal representatives of the minor, granting the data
controller the freedom to use the procedure it deems
appropriate. In this sense, some authors (Cuadra,
2013; Gonzalez, 2003) consider that this duty of the
controller translates into an obligation to do and not
into an obligation of result, so that, if the controller
articulates the procedures it deems appropriate, doc-
uments them in a relevant manner and effectively
verifies their compliance, it cannot be held responsi-
ble for any liability arising, for example, from the
child having forged his or her National Identity Card
or having photocopied that of the holder of parental
authority or guardianship without the latter’s consent
(Garcia, 2018). However, in order to comply more
adequately and satisfactorily with the principle of
proactive liability imposed by the GDPR, it is cer-
tainly favourable that the procedure established by
data controllers be reasonable when verifying the
identity of the minor, preferably requiring his or her
digital signature.

Digital signatures, currently regulated, essentially
and at Community level, in Regulation (EU) No
910/2014 of the European Parliament and of the
Council of 23 July 2014 on digital identification and
trust services for digital transactions in the internal
market and repealing Directive 1999/93/EC'¢ (here-
inafter, eIDAS Regulation or RIE-SCTE) , as well as,
at national level, in Law 6/2020, of 11 November,
regulating certain aspects of digital trust services'’

®  DOUE L 257/73 of 28 August 2014.

17" BOE no. 298, of 12 November 2020. The purpose of this Act is to
regulate certain aspects of digital trust services, as a complement to
the eIDAS Regulation.

The purpose of this Act is to regulate certain aspects of digital trust
services, as a complement to the eIDAS Regulation.

The entry into force of the LSEC implies the repeal, among others,
of the LFE (which generated some problems of interpretation where
it did not coincide with the RIE-SCTE), with the aim of adapting the
legal system to the regulatory framework of the European Union,
thus avoiding the existence of regulatory gaps that could give rise to
situations of legal uncertainty in the provision of digital trust servic-
es. Likewise, article 25 of Law 34/2002, of 11 July, on information
society services and digital commerce, referring to trusted third par-
ties, is repealed, due to the fact that the services offered by this type
of provider are subsumed in the types regulated by Regulation (EU)
910/2014, fundamentally in the services of certified digital delivery
and the preservation of digital signatures and seals.

In view of the above, it is worth referring to the following most rele-
vant measures incorporated by the LSEC: (a) it contemplates the re-
gime envisaged for digital certificates, in which several provisions
are introduced regarding the issuance and content of qualified certif-
icates, whose maximum period of validity is maintained at five
years; b) with regard to the identity and attributes of qualified certifi-
cates, those qualified certificates issued to natural persons shall in-
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(hereinafter, LSCE) , which repeals Law 59/2003, of
19 December, on digital signatures'® (LFE) , is a par-
ticularly suitable instrument to be able to accredit the
consent we have been referring to. Next, we analyse
digital signatures from a legal perspective (more spe-
cifically, digital signatures, a total of three, determin-
ing each of the three classes included in national and
EU regulations), especially when the processing
takes place in the sphere of Public Administrations,
especially sensitised after the entry into force of the
current Law 39/2015, of 1 October, on the Common
Administrative Procedure of Public Administrations'
(hereinafter, LPACAP) (Rodriguez, 2017).

3.1. Signature for general children’s
identification

Article 3(10) RIE-SCTE generally defines an digital
signature as “[...] data in electronic form which is at-
tached to or logically associated with other data in
electronic form and which is used by the signatory to
sign”, or, in other words, any method or symbol
based on digital means used or adopted by a party
with the intention of signing, fulfilling all or some of
the characteristic functions of a handwritten signa-
ture. The reference to its use with the intent to sign
corresponds to the new regulation of other digital
trust services that serve different purposes.

clude the ID card, NIE or NIF, except in cases where the holder lacks
all of them, for which, exceptionally, the use of another identifying
code or number is permitted, provided that it identifies the holder
univocally and permanently over time, so that those issued to legal
persons or entities without legal personality shall be identified by
their company name and NIF; ¢) on the other hand, in application of
the provisions of the eIDAS Regulation, the LSEC will mean that
only natural persons will be authorised to sign digitalally.

The entry into force of the LSEC implies the repeal, among others,
of the LFE (which generated some problems of interpretation where
it did not coincide with the RIE-SCTE), with the aim of adapting the
legal system to the regulatory framework of the European Union,
thus avoiding the existence of regulatory gaps that could give rise to
situations of legal uncertainty in the provision of digital trust servic-
es. Likewise, article 25 of Law 34/2002, of 11 July, on information
society services and digital commerce, referring to trusted third par-
ties, is repealed, due to the fact that the services offered by this type
of provider are subsumed in the types regulated by Regulation (EU)
910/2014, fundamentally in the services of certified digital delivery
and the preservation of digital signatures and seals.

In view of the above, it is worth referring to the following most rele-
vant measures incorporated by the LSEC: (a) it contemplates the re-
gime envisaged for digital certificates, in which several provisions
are introduced regarding the issuance and content of qualified certif-
icates, whose maximum period of validity is maintained at five
years; b) with regard to the identity and attributes of qualified certifi-
cates, those qualified certificates issued to natural persons shall in-
clude the ID card, NIE or NIF, except in cases where the holder lacks
all of them, for which, exceptionally, the use of another identifying
code or number is permitted, provided that it identifies the holder
univocally and permanently over time, so that those issued to legal
persons or entities without legal personality shall be identified by
their company name and NIF; ¢) on the other hand, in application of
the provisions of the eIDAS Regulation, the LSEC will mean that
only natural persons will be authorised to sign digitalally.

5 BOE no. 304, of 20 December 2003.
1 BOE no. 236 of 2 October 2015.

This definition shows the Community legislator’s
intention to regulate digital signatures in a broad
sense, without prejudice to disciplining in more detail
specific modalities to which, gradually, it attributes
special legal effectiveness (in ascending order, as we
shall see, advanced digital signatures and qualified
digital signatures). It is also a technologically unde-
fined concept (Martinez, 2004) (principle of techno-
logical neutrality), since it does not refer to any spe-
cific technology (cryptography, passwords, etc.)
through which to sign, although it is true that it will
be the asymmetric cryptography inherent to digital
signatures that, in a veiled manner, presides over the
rule as a whole. Moreover, the data making up the
digital signature may form part of the digital docu-
ment or be formally associated with it, appearing as
an independent whole. However, whether digital
signatures are integrated or separate will depend on
the technical system selected and the practical appli-
cations of each type of digital signature.

According to this general notion, an digital signa-
ture could be, in contractual terms, any set of data
based on digital means used by the signatory with the
intention of signing, without specifying (in an attempt,
I believe, to leave digital signatures open to as many
purposes as successive technological developments
will allow) the purpose of doing so. In this way, a kind
of somewhat incomprehensible redundancy is creat-
ed, which leads to defining the general digital signa-
ture as the one used by the signatory to sign.

On this point, the eIDAS Regulation departs from
the definition contained in its predecessor, which, by
providing a simple (Valero and Martinez, 2013)
(non-general) concept of digital signature, limited the
common purpose pursued by all digital signatures to
serving as a means of authentication (Cruz, 2004)%.
And this in a wording that is, in principle, debatable
(Cruz, 2015; Alamillo, 2017) and confusing, since, as
this authentication phase is subsequent to the identi-
fication phase proper, it would have been better to opt
for the latter®'. Nor is it made clear what is to be un-
derstood by authentication and identification, which
places us before an indeterminate legal concept sus-
ceptible of generating radically different interpreta-
tions (Alamillo, 2017).

Be that as it may, the fact is that, with this new
wording, the European standard generates a confusion

20 According to this provision, an digital signature is defined as “[...]
data in digital form attached to or logically associated with other
digital data and used as a means of authentication”. The origin of the
use of this term by Directive 1999/93/EC of the European Parliament
and of the Council of 13 December 1999 on a Community frame-
work for digital signatures - OJEC L 13/12 of 19 January 2000 -
(hereinafter DFE) refers directly to the Anglo-Saxon concept of au-
thentication, conceived as the essence of the act of signing, the act of
signing the document.

2l Article 3(1) RIE-SCTE defines digital identification as the process of
using a person’s identification data [i.e. the set of data that makes it
possible to establish the identity of a natural or legal person, or of a
natural person representing a legal person - Article 3(3)-] in digital
form, being the data that uniquely represents a natural or legal person
or a natural person representing a legal person.
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that is by no means negligible. Indeed, while the pre-
vious regulation defined the minimum that an digital
signature had to meet to be considered as such for le-
gal purposes (identification of the signatory of a data
message or authentication or accreditation of that
identification), the RIE-SCTE, despite the plausible
intention presumably pursued, makes it impossible
for the legal practitioner to specify the element that,
satisfied, would allow us to know when we are in the
presence of an digital signature, however basic or ele-
mentary it may be. Consequently, this definition
would include multiple signature procedures, some as
complex as the digital signature based on asymmetric
cryptography or the signature configured on the basis
of biometric systems such as the iris, the palm of the
hand or the fingerprint, and others as simple as the
inclusion of the name or other identifying element at
the end of an digital message, the digitalised hand-
written signature or the existence of a question-answer
and an access PIN (Buonomo and Merone, 2013;
Garcia, 2003; Escolano, 2005; Vattier, 2003). As a
result of the foregoing, we are in a position to affirm
that, if the aim pursued is to generate certainty in
those who are subject to and directly or indirectly af-
fected by the rule, it would be more appropriate to
reformulate the current concept of general digital
signature and redirect it, with nuances, to the tradi-
tional simple digital signature, in a sort of definition,
at least somewhat more clarifying or complete, which
could be as follows: the digital signature is the set of
data in digital format, attached to other digital data or
logically associated with them, which are used, at
least, as a means of identification of the signatory.

3.2. Identification and integrity

Raising the quality and security requirements for
digital signatures, Article 3(11) RIE-SCTE introduc-
es the concept of advanced digital signature, which is
understood as “[...] an digital signature that meets the
requirements set out in Article 26”.

These requirements, the latter provision adds, are
as follows:

a. be uniquely linked to the signatory;

b. allow the digital identification of the signatory
(Gonzalez-Echenique, 2020) (minor or holder
of parental authority for, in this case, giving
consent to processing operations in which the
controller is the Public Administration);

c. be created using digital signature creation data
that can be used by the signatory for the crea-
tion of an digital signature, with a high level of
confidence (Diaz, 2018)%, under his exclusive
control; and

With the expression “[...] can use, with a high level of confidence”,
the RIE-SCTE moves closer to the DFE and the LFE (and away from
the RDLFE, which eliminates all probability in this respect), which
we consider to be correct, since the link between the signature and
the signatory is a probable link, conditional on the technical means.

d. linked to the data signed by it in such a way
that any subsequent modification of the data is
detectable.

It should be noted that the first three requirements
(unique linkage to the signatory, identification of the
signatory and creation by means under the signato-
ry’s exclusive control) are intended to ensure the au-
thenticated identification of the author and to prevent
the rejection of data messages at source, while the
last requirement (linkage to the data so that any sub-
sequent alteration can be detected) is intended to
safeguard the integrity of digital documents.

3.3. Secure identification and integrity

Finally, Article 3(12) of the RIE-SCTE defines a qual-
ified digital signature (introducing a new name at
Community level for what, since Law 59/2003 of 19
December 2003 on digital signatures, has been known
in Spain as a qualified digital signature) as an “[...]
advanced digital signature that is created by means of
a qualified digital signature creation device and is
based on a qualified digital signature certificate”.

Rather than a new form, the qualified digital signa-
ture constitutes a new type of advanced digital signa-
ture which, accompanied by certain elements that
make it more secure (qualified digital signature crea-
tion device, on the one hand, and qualified digital
signature certificate, on the other), will have “[...] a
legal effect equivalent to that of a handwritten signa-
ture” (Article 25.2 RIE-SCTE). For this reason, it is
invested with a new nomen iuris, with the aim of dis-
tinguishing it from that other signature which, because
it has not been created by means of a qualified digital
signature creation device or because it is not based on
a qualified digital signature certificate (or because it
does not meet either of these two requirements), will
not have legal effects comparable, in terms of validity
and effectiveness, to those of a handwritten signature,
being integrated under the name of advanced digital
signature. The latter, like the simple digital signature
and the advanced digital signature based on a quali-
fied digital certificate, will not be deprived of legal
effects or admissibility as evidence in legal proceed-
ings merely because it is in digital form or because it
does not meet the requirements of the qualified digital
signature (Article 25.1 RIE-SCTE), and it must be
assessed, in any event, how effective it is, which can
sometimes be complex and costly.

It is this greater legal certainty that justifies the
fact that Article 10 LPACAP, among the signature
systems admitted by the Public Administrations, con-
siders qualified digital signatures to be preferential,
so that, according to the second paragraph of this
provision:

“In the event that the interested parties opt to relate
with the Public Administrations by digital means, the
following shall be considered valid for signature pur-
poses:
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(a) Qualified and advanced digital signature systems
based on qualified digital certificates of digital signa-
ture issued by providers included in the “’Trusted List
of Certification Service Providers”.

Finally, the regulation introduces certain sub-
stantial modifications with respect to the previous
body, including the creation of a specific regulation
for the use of digital signatures by legal persons; the
explicit acceptance of the representation relation-
ships that may underlie the use of digital signatures;
the addition of a special regime for the issuance of
digital certificates to entities without legal personal-
ity, for the sole purpose of their use in the tax sphere;
the incorporation of the term qualified digital signa-
ture to refer to that which is legally equivalent to a
handwritten signature; the incorporation into the ID
card of identification and digital signature facilities,
expressly providing for the existence of an digital
ID card; the incorporation into the ID card of iden-
tification and digital signature facilities, expressly
providing for the existence of an digital signature;
the incorporation of the term qualified digital signa-

4. References across the legislation

As indicated in previous pages, there are several ref-
erences to minors throughout the new Community
legislation on the protection of personal data. More
specifically, these references are contained in Recit-
als 38, 58, 65 and 75, as well as in Articles 6(1)(f),
12(1), 40(2)(g) and 57(1)(b) of the General Data
Protection Regulation. Aspects relating to minors
will also be provided in Articles 84 and 92, as well as
in Additional Provision 19, all of the new Organic
Law on Data Protection.

In the first of these references, Recital 38 GDPR,
we find, at the end, an exception to the consent given

ture to refer to a signature that is legally equivalent
to a handwritten signature; the incorporation of
identification and digital signature facilities into the
ID card, expressly providing for the existence of an
digital ID card, which will be fully effective in
terms of the integrity and authenticity of the digital
communications carried out through it; increasing
the importance of the private sector and self-regula-
tion in the certification systems of information soci-
ety service providers, thereby encouraging the de-
velopment of voluntary accreditation systems;
strengthening the inspection and control capacities
of these certification service providers; the elimina-
tion of certain administrative aspects, such as the
registration of PSSlic, which is replaced by a simple
information dissemination service on these provid-
ers, on quality certifications and on the characteris-
tics of the products and services they have for the
development of their activity, or, finally, the clarifi-
cation of the economic guarantees to be provided by
trust service providers issuing recognized certifi-
cates (De Miguel, 2015).

by the person exercising parental authority or guard-
ianship over the child. According to this recital, the
consent given by the holder of parental authority or
guardianship should not be indispensable in the con-
text of services of a preventive or advisory nature,
proposed directly to minors.

For its part, connected in an immanent way to the
principle of transparency of Article 5.1.a) GDPR
(Troncoso, 2018), is Recital 58 GDPR, which, when
analysing the set of circumstances that must be in-
formed to data subjects, provides that, when this in-
formation covers processing operations involving
minors, this information must be provided in clear
and simple language that is accessible to the child.
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Thirdly, Recital 65 of the GDPR, referring to the
right of erasure, contemplates the case of consent,
once given by the child, which is subsequently sought
to be withdrawn by the child. In this context, the re-
cital states that the data subject must be able to avail
himself of this right even if, at the time of exercising
the aforementioned right, he had already reached the
age of 18.

A final analysis of the recitals of the Community
legislation on data protection leads us to analyse Re-
cital 75 of the GDPR. One of the new features of the
GDPR is the risk perspective, by virtue of which it
will be necessary to carry out a risk analysis prior to
processing in order to determine the set of security
measures appropriate to such processing. In this re-
gard, the aforementioned recital establishes a series
of aspects that may entail situations of risk in relation
to the processing of the data subject’s personal data,
referring, among these specific situations or aspects,
to those processing operations that affect particularly
vulnerable persons, in particular minors. This is relat-
ed to the provisions of Article 9 GDPR, which regu-
lates the processing of special categories of personal
data (personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of
genetic data, biometric data intended to uniquely
identify a natural person, data concerning health or
data concerning a natural person’s sex life or sexual
orientation), where, despite the above, no reference is
made to personal data relating to children, which
leads us to affirm that the personal data of minors
shall not be considered as special categories of per-
sonal data, regardless of the fact that this type of pro-
cessing is subject to certain specificities that seek to
protect with greater intensity the rights corresponding
to this special category of data subjects. This would
allow us to affirm that, in connection with Article 24
GDPR (which regulates the responsibility of the con-
troller -in this case, the Public Administrations-, the
adoption of appropriate technical and organisational
measures will be necessary to protect, comply with
and be able to demonstrate compliance with the pro-
cessing carried out on the personal data of minors.

With regard to the articles, the first of these is Ar-
ticle 6 GDPR, whose letter f), located in its first par-
agraph, refers to the processing necessary to meet the
legitimate interests pursued by the controller, being,
in these cases, necessary that such legitimate interests
never predominate over the interests or fundamental
rights and freedoms of the data subject that require
guaranteeing his personal data, especially in those
cases in which we are in the presence of minors
(Fernandez and Fernandez, 2019). In short, the con-
troller may legitimise its processing of the data sub-
ject’s personal data, even when the data subject is a
child, on the basis of the legitimate interest pursued,
provided that this legitimate interest never prevails
over that of the data subject, in particular when the
data subject is a particularly vulnerable person, such
as a minor.

However, and as far as we are concerned here,
this legal basis finds an exception in those cases
where the processing is carried out by public author-
ities in the performance of their functions. In this
case, it 1s understood that, even in the case of minors,
the protection safeguard provided for in the final
paragraph of Article 6(1)(f) of the GDPR may not
apply, so that when the controller is a public author-
ity and is performing its functions, the legitimate
interest pursued by the authority will prevail over
the legitimate interest of the data subject, in this
case, the minor.

Secondly, there is the first paragraph of Article 12
GDPR, which regulates transparency in providing
information about the circumstances surrounding the
processing of personal data and the rights to which
the data subject is entitled. This paragraph provides
that the information to be provided to the data subject
must be particularly concise, transparent, intelligible,
easily accessible and in clear and simple language
when the data subject is a minor.

Thirdly, letter g) of the second paragraph of Arti-
cle 40 GDPR, connected with the previous point, es-
tablishes that the information to be provided to mi-
nors and the protection to be afforded to them, as well
as the manner of obtaining the consent of those exer-
cising parental authority or guardianship over the
minor, constitute aspects that the General Data Pro-
tection Regulation seeks to incorporate in the codes
of conduct which, in accordance with this provision,
the different countries that make up the European
Union, the supervisory authorities, the Committee
and the Commission will have to promote.

Finally, letter b) of the first paragraph of Article
57 GDPR, when speaking of the functions corre-
sponding to the supervisory authority, establishes
that, regardless of any other functions attributed to
them in other sections of the regulations on personal
data protection, there shall be a total of 22, including
a second, which makes special reference to the atten-
tion to be shown in those activities specifically aimed
at minors in order to facilitate their better awareness
and understanding of the risks, rules, guarantees and
rights related to the processing of their personal data
(Rodriguez, 2020).

For its part, in the domestic legal system, we find,
in the first place, Article 84 LOPDGDD, which estab-
lishes that parents, guardians, curators or legal repre-
sentatives shall ensure that minors make a balanced
and responsible use of digital devices and informa-
tion society services, with the aim of guaranteeing
the appropriate development of their personality and
preserving their dignity and fundamental rights. Sim-
ilarly, the use or dissemination of images or personal
information of minors on social networks and equiv-
alent information society services that may imply an
unlawful interference in their fundamental rights will
determine the intervention of the Public Prosecutor’s
Office, which will request the precautionary and pro-
tective measures provided for in Organic Law 1/1996,
of 15 January, on the Legal Protection of Minors,
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partially amending the Civil Code and the Civil Pro-
cedure Act®.
For its part, Article 92 LOPDGDD adds that:

“Educational centres and any natural or legal persons
carrying out activities involving minors shall guarantee
the protection of the best interests of minors and their
fundamental rights, especially the right to the protec-
tion of personal data, in the publication or dissemina-
tion of their personal data through information society
services. When such publication or dissemination is to
take place through social networking services or equiv-
alent services, they must have the consent of the minor
or their legal representatives, in accordance with the
provisions of Article 7 of this Organic Law”.

Finally, the nineteenth additional provision of the
LOPDGDD concludes by stating that, within one
year of the entry into force of this Organic Law, the
Government shall submit to the Congress of Deputies
a draft law specifically aimed at guaranteeing the
rights of minors in the light of the impact of the Inter-
net, in order to guarantee their security and combat
the discrimination and violence exercised against
them by means of the new technologies.

In short, as we have been able to observe in the
previous lines, there are numerous allusions and ref-
erences which, in order to protect the rights and free-
doms of the data subject who is a minor, are estab-
lished in the new regulations on the protection of
personal data, granting and guaranteeing better con-
servation to this special category of data subjects.

It follows that the Community institutions need to
protect the personal data of minors by applying a se-
ries of principles that must be in force when obtaining
personal data relating to this group of data subjects:

a. Children may not provide personal informa-
tion relating to other data subjects.

b. In order to transfer personal data relating to
minors to third countries or international or-
ganisations, it will be necessary to obtain the
explicit and demonstrable consent of those
exercising parental authority or guardianship
over the child, which, as we have seen, must be
given by means of instruments that securely
guarantee the provision of the consent, in par-
ticular, digital signatures.

c. It is prohibited to induce minors to provide in-
formation of a personal nature by obtaining
prizes or similar inducements.

d. It will be necessary to temporarily limit the va-
lidity of the consent given by those exercising
parental authority or guardianship over the child.
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